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1. LOGGINAN/OUT

Point your browser tahe ROCIS website (www.rocis.gtw)ogin to the systemReadthe For
Official Use Onlynessageandclick thebutton to proceed

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

***************************WARN | NG*********************************

This is a U.S.General Services Admini: ion Federal G: system that is "FOR OFFICIAL USE ONLY." This
system is subject to itoring. Therefore, no

ion of privacy is to be assumed. Individuals found performing

horized activities are subject to disciplinary action including criminal p

ROCIS will not work properly in Compatibility View for Internet Explorer 11+ users. If you're expenencmg lssues
with ROCIS, view the Turning Off Compatibility View Mode in Internet Exp 11 for

how to turn off Compatibility View and clear your internet browser cache in Internet Explorer 11. You may have to
contact your IT support to access these settings.

| have read the message and proceed to login page

Figure 1.1: For Official Use Only Warning Screen

MAX.gov providguser identity authentication services ROCI$cluding ID/password
validation,2-factor authenticatiorand PIV/CAC card accegdl ROCIS users will need a

MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please rdwster at
MAX.gov website (https://portal.magov/portal/home)

Click the Login button on the next screen to verify your identity with MAX.gov.
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Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS User Information and How to Guides:
Guidelines for Submission:
The ROCIS login process has integrated with
MAX.gov. All ROCIS users must authenticate
through MAX.gov to gain access to ROCIS. Unified Agenda Users:
Regulatory Information Data (RID) Forms and Instructions

Guidelines for Fall Regulatory Plan, Unified Agenda, and EQ 13771 Submissions &

ROCIS How to Guide for Agenda Users revised Sept 2017 ‘& &
E.O. 12866 Users:

ROCIS How to Guide for EO 12866 Users revised Sept 2017 & &
E.O. 13771 Users:

Log in to ROCIS

ROCIS How to Guide for EO 13771 Users revised July 2018 ' & &
with MAX.gov Information Collection Review (ICR) Users:

ROCIS How to guide for PRA Users revised Sept 2017 & &
PRA.digital.gov

Privacy Module Users:

ROCIS How to guide for Privacy Users revised Sept 2017 & &

Training Information:
Unified Agenda & Reg Plan:
Training Dates and Enrollment Procedures 202010
EO 13771, EO 12866, PRA and Privacy:
EO13 EO12 PRA Privacy Training Info 202009

Figure 1.2: Login Screen

Logging in to MAX.gov with your PIV/CAC card satisfies the ROCi&achaitauthentication
requirement. If you login toMAX.gov with your user ID and password, you will be required to
provide a second authentication factasing an authenticator app on your mobile device.

MAX.GOV LOGIN Register For AMAX Account ~ Manage Password ~ Contact Us

SIGN IN USING ...

PIV.OR CAC CARD MAX.GOV USER 1D Q

User ID

User ID (your email address)

PLUG IN YOUR
PIV/CAC CARD Password:

Your MAX_ gov Password

[] use Secure+ (Authenticator App or SMS) @

Continue with PIV/CAC Continue with User ID

Eorgot, Set, or Change Your Password

AMAY ACEMCV EENEDATEN DADTAIED £

Figure 1.3:MAX.gov Login Screen
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After successfully logging in to MAX.gov, you will be rediretddRiOCIS.

The EO 12866 Regulatory Review function@ipart of theAgenda/Regmodule of ROCIS.
Click the arrow foAgenda/Reg®@ cor@inue

Help Desk:1-866-450-5250

R@CIS.GOV Training

Welcome to ROCIS

Help Desk toll free telephone number: 1-866-450-5250. This help desk services all of GSA and
Federal Agencies using GSA applications such as ROCIS. If your question cannot be answered
immediately, it will be referred to the ROCIS technical team. Be sure to document your call number
and the name of your help desk contact for follow-up.

Please select one of the following sub-applications to perform your tasks.

Agenda/Regs 3 Admin

Perform ROCIS Agenda and EO Perform administrative tasks such

12866 related tasks. as password renewal and
updating user profiles.

Figure 14: ROCI&anding Page

Click the Logout link at the top, right corner of any ROCIS pdggdat of ROCIS.

R@CIS.GOV UAT Login: jbag LOGOUT (+

HOME ADMINISTRATION HELP

USERPROFILE RECERTIFIGATION EMPLOTEE ADMIN AGENGIES

Figure 15: Logout Link

Logging out of ROCIS does not automatically log you out of MAX.gov. You MAX.gov session may
still be active which means that you can log back in to ROCIS without havirgewofyeyour

identify in MAX.gov.To protect your privacy, close all browser darvs when you are finished,
especially if you are using a public computer. By taking these steps, you ensure the security and
privacy of your agency's data in ROCIS.
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On the next screen, click the MAX Logout button to log out of MAX.gov. This wilkergquito

log back in to MAX.gov before the next time you access R@GER.the ROCIS Login button to
log back in to ROCIS.

Help Desk:1-866-450-5250

R@CIS.GOV UAT

You have successfully logged out of ROCIS.

Your MAX.gov single sign-on session may still be active and you may be able to log back in to ROCIS without verifying your identity on
MAX.gov. To protect your privacy, close all browser windows when you are finished, especially if you are using a public computer. By
taking these steps, you ensure the security and privacy of your agency's data in ROCIS.

oITXUY  MAX Logout button to log out from MAX.gov.
Click the GO EIRNI] button to log back in to ROCIS.

Figure 1.6: Logout Screen

6 September 20, 2021



ROCIS Howo Guide for Agency Users of the Privacy Module
Regulatory Information Service Cen{®ISC)

2. YOURUSEHRPROFILE

Take a moment toeview your user profile Click the Administration tabThen click theJser
Profileiconin the Administrationtoolbar. The User Profilpageprovides you a place to view
and update your user information.

R@C[S.GOV Traini Login: jpasz  On Behalf OF at LOGOUT (=

ADMINISTRATION

< USER PROFILE JECERTIFY EMPLOYEE OIRA EMFLOYEE AGENCIES
ADMIN

Home Administration User Profile

User Detall
* Denotes Reguired Field.
Personal Information Account Information
Prefix |:| Employee Number 137821
* First Name | Az *User Login af
s
Title |
Agency / Sub Agency
sub Ageney [0 Seren oot x|
Communications Address
Telephone, TDD and Fax must contain exactly 10 digits and can be separated by (. ). - or 3 blank,
Such as X . 998 990 0899 and Street Address | |
* Telephone | 202-21 [Ext.| ‘ |
w ay
Fax [ ] State [Q Search o select [+

* Selected Roles

EXECUTIVE ORDER REGULATORY CONTACT(ECRC)- 0
EXECUTIVE ORDER REGULATORY CONTACT(ECRC) - 0
EXECUTIVE ORDER REGULATORY CONTACT(ECRC)- 0
EXECUTIVE ORDER REGULATORY CONTACT(ECRC) - 0
EXECUTIVE ORDER REGULATORY CONTACT(ECRC)- 0

AIT ory n

CVEALITIVUE ADNED DAL ATAD:

Figure2.1: User Profile Icon and User Detail Screen

Please verify and make appropriate changes to any information, paying particular attention to
your telephone number and emailSave your information. Th@&avé&button islocatedat the
bottom of the screen.

Remembeto the User Profile to modify yoyrersonal information, such as your phone number
or e-mail address, whenever changes occur.

Your profile will also display the role(s) that have been assigned to your usetistiofAhe
agencyEO Reg Reviengles can be found in Appendix

To leave the User Profile page, scroll to the bottom and Eiak€Xif you changed anything) or
ZanceD This will take you back to the ROCIS Employee Administration screen.
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3. USERCONTACTEARCH

The purpose of the Employee Administration screen is to allow ROCIS users to find other ROCIS
users via the search capability. For instance, if you would like to send arR@E@IS usan e

mail, you are able to searéhe (G KS dza SNDa lamSy Oes N2t S

I Y RK 2 NJ

Login: jpaez  On Behalf Of abakale

R@CIS.GOV UAT

AGENDA/REGS

ADMINISTRATION HELP

-

IOME

O g & R m
USERPROFILE RECERTIFICATION EMPLOYEEADMM OIRAEMPLOYEE AGENCIES
Home Administration Employee Admin
ROCIS Employee Administration
User ID Last Name
Profile Agency First Name
[ Searchorseis [ I
SubAgency Employee Number
[ Semehorsooci 7] —

Role

[ search or select =]

Assigned Role Agency

% Search or select

Assigned Role SubAgency

} Search or select

Search Range:

@ Users
7 Contacts

) Both Users and Contacts

SEARCH CREATE A NEW CONTACT

No data available in table

Showing 0 to 0 of 0 entries

LOGOUT

R S

Figure3.1: Employee Administration Screen

If you are thePrimaryUnified Agendd@OC for your agengi is a good idea to periodically

check the authorized users for your agen8mmplychoose the desired role (RRP, EORC and/or

RPDUandyour Assigned Role Agency and click the Search buttbtihere are people who

have left your agency and still have active accounts, please contact the Help Desk so that the

accounts can be inactivated and locked.

When you have satisfied your ROCIS adminiggdunctions, click on th&genda/Regsab to

return to theEO 12866 module
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4. USERRECERTIFICATION

Any user acquiring a ROCIS production account Bigsa security agreement provided by
RISC. The ROCIS systequires that users recertify thierms of the security agreement every
year.

Two weeks before your security agreement anniversdate, ROCIS will begin to remind you
that you will need to recertify. Thigecertificationiconcan be found under the Admistration
tab.

R@C[S_GOV TUAT Login: jpaez  On Behalf OF jmowery LOGOUT

ADMINISTRATION

%) L

user PROFILRY RECERTIFICATION JJFMPLOYES ADMIN  AGENGIES

Home Administration Recertification
User Recertification

GSArequires that all system users recertify their accounts on a yearly basis. To recertify your ROCIS account, please review the security
requirements below. After you have finished, check the "Confirm” box and click the "Recertify” button.

ROCIS Security Requirements for System Users

The RISC/OIRA Consolidated Information System (ROCIS) supports the following informational and review functions

« Preparation by GSA's Regulatory Information Service Center (RISC) of the semiannual "Unified Agenda of Federal Regulatory and
Deregulatory Actions” and the annual "Regulatery Plan,” in accordance with Executive Order 12866 and the Regulatory Flexibility Act;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 12866;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 13771, and

« Review by OIRA of information collections under the Paperwork Reduction Act.

« Review by OIRA of System of Records Natices (SORN) and Matching Agreements (MA).

Each of these functions requires entry and updating of information by autherized users acting on behalf of their respective Federal agencies

This document contains the principal security requirements that all users of ROCIS shall observe and abide by in connection with their use of the
ROCIS system

Access to ROCIS

Users gain access to ROCIS via an Internet browser. To enter the system, a user must indicate acceptance of the terms of the following warning
notice:

WARNING

This is a U.S. General Services Administration Federal Government computer system that is "FOR OFFICIAL USE ONLY." This system is
subject to monitoring. Therefore, no expectation of privacy is to be assumed. Individuals found perferming unauthorized activities are
subject to disciplinary action including criminal prosecution.”

Other applicable laws include the "Federal Information Security Modernization Act of 2014 (FISMA 2014)", Public Law No: 113-283; the
Computer Security Act of 1987, P.L. 100-235; OMB Circular A-130, Management of Federal Information Resources, Appendix I1l; Security of

Eederal Automated Information Resanrces: and the Privacy Act A 118 G 55253

Figure4.1: Recertification Icon in Administration Toolbar

The latest version of the ROCIS Security Agreement is displaykd Becertification screen
After reviewing thepagee OK SO G KS dlitkahg Recavtify Quttanafter | Y R
successfully logging to MAX.gov, your reertification anniversary dateill be updated in
ROCIS
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| TavE dCCesSS U SeTsve O proprietary mornTianon 1T ie SySenT
Rules for Behavior

All authorized governmental and contractor users of ROCIS will be responsible for data protection, including maintaining the confidentiality and
integrity of sensitive data from unauthorized or accidental disclosure, misuse, or alteration. Users will be held accountable for their interactions
with ROCIS and its data. Compliance with these rules will be enforced through sanctions commensurate with the level of infraction. For infraction
violations, disciplinary actions may include a verbal or written warning, removal of system access for a specific period of time, reassignment to
other duties, or termination, depending on the severity of the violation.

General Requirements:

Users shall be familiar with the ROCIS security and operational policies and practices and with any corresponding requirements of their
agency. Users must promptly notify GSA-IT, RISC, OIRA and, if appropriate, other Federal agency security personnel, of any security
incident(s) related to ROCIS .

Users must attend ROCIS training and their agency's security instruction as required Users must maintain an awareness of threats to the
ROCIS application, server hardware, or data. Users must maintain familiarity with the functienality and proper use of ROCIS.

ROCIS will track actions of users through audit trails. Individuals will be held accountable for their actions on the system and for any accesses
made with their user names and passwords.

Users shall not upload data into ROCIS from files created on other systems unless they have first been scanned by an antivirus protection
system.

Users shall report security incidents via procedures outlined within the GSA IT Security Procedural Guide: Incident Response, CIO-IT Security-
01-02

Use and Protection of Data:
« Users must access ROCIS only through authorized interfaces
« Users shall not attempt to view, change, or delete data, or to perform any other actions in ROCIS, unless authorized to do so
« Users must control access to their personal computers whenever they are logged into ROCIS. Users should terminate their connections to
ROCIS immediately upon completion of their work in the system and whenever their personal computers will be unattended.

Personally Identifiable Information (Pll)

« DO NOT enter any personally identifiable information (Pll) into ROCIS
« This includes data entered in ROCIS fields and the content of documents uploaded to ROCIS.
« Most ICR data entered and documents uploaded into ROCIS are displayed on Reginfo.gov (public website)

Confirm: [

RECERTIFY CANCEL

Copyright 2020 GSA. All ights reserved

Figure4.2: User Recertification ScreefBottom)

If you do not recertify through the process above BEFORE your anniversary date, ROCIS will
Fdzi2Yl GAOFft&@ &aSYyR @2dz 2 GKS W! aSNJ wSOSNIATA
not recertify, you will be logged out. This process will be repkatdil youcomplete the

Recertification process

When you have satisfied your ROCIS administrative functions, click &gémela/Regsab to
return to the EO 12866 module
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9. AGENCYNBOX AND THNAVIGATIONOOLBAR

At the top of the screen istab for each of the ROCIS modules you have access to. Each
module has its owset of tabgiconsthat work like dropdown menus. Wave your mouse

cursor over a tab or icon to view menu options. If no options appear, click the tab/icon to
navigate to thatocation. Theserowsof tabdiconsarereferred to as the Navigation Toolbar.

ROCIS provides all users with an Inb@aufor tracking the progreseO 12866equests. The
menu includes different lisieeach of which is discussed below.ave your mouseursor over
the Inbox icon in the navigation toolbar to access the various sections:

1.

UnsubmittedEO List Includes requestthat havebeencreated in ROCIS, but have not
beensubmitted to OIRAor review. It also includes requests that were submitted and
then unsubmitted in ROCIS. These requests may also be deleted from ROCIS (not
reversible, cannot be recovered).

Submitted EO ListIncludes requests that have been submitted to OIRA foerevbut
have not been accepted by OIRA in ROCIS. These requests may be unsubmitted which
moves them back to the Unsubmitted EO List.

Submissions will normally remain in tBebmitted EO Ligor two business daysf
OIRA does not interventhey are automatically receivedy ROCISOIRA has the ability
to override this procesby delayingthe requestor acceptngthe submissiorsooner.

Received EO Listincludes requests received by OIRA in ROCIS. The review starts when
the request is received by RBA. It also includes requests that have been opened for
amendment by OIRA.

Whenthe submission is receivei will appear ornthe Reginfo.gov website
(www.reginfo.govias a pending review.

Concluded EO Ligtincludes requests for which OIRA has completed their review.
Displays last 30 days of conclusions, by default.

Unpublished EO Listincludesapproved requests that do not have the FR Publication
Date entered in ROCIS.

Once OIRA approves the review, yégrency can publish the associated rulemaking
document(s) in the Federal Register. Users with access to update the FR Publication

5 S F2NJ 02y Of dzZRSR 9h LI O1lF3Sa 69hw/ |yR
list. This list will include approvedytnot published, EO packages for RINs that have

been, or will be, published in the Unified Agenda.
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R@CIS.GOV UAT L LOGOUT (3
- AGENDA/REGS ADMINISTRATION
: Y
a /7 Q ® 4
INBOX RULES AGENDA SEARCH AGENCY EO REVIEW REPORTS
N Inbox Unsubmitted EO List
Submitted EO List B
P Unsubmitted EO Packages
Concluded EO List submitted): FILTER LIST VIEWALL
Unpublished EQ List =)
Stage of Designation EO Review Review
4 <| AgencylSub | s M %| Request 2| Status %l Status ©
Date
D o o P Notice Stage SIGNIFICANT CREATED 09/07/2004
D
04/01/2005 o8 o N Proposed Rule Stage | SIGNIFICANT UNSUBMITTED 04/05/2005
D4412/2005 o o E Interim Final Rule SIGNIFICANT UNSUBMITTED 041122005
4 Stage
DG/07/2005 o8 o El Motice Stage SIGNIFICANT CREATED 06/07/2002
o
0719/2005 of o M Interim Final Rule SIGNIFICANT UNSUBMITTED 08/08/2005
F. Stage
11/08/2007 o 0 D Prerule Stage SIGNIFICANT UNSUBMITTED 02/01/2008
M
0472172008 o i} S CREATED 0412112008
T
07/22/2008 o8 o R Prerule Stage SIGNIFICANT UNSUBMITTED 07/22/2008
In
08/20/2008 o o st Final Rule Stage SIGNIFICANT CREATED 08/20/2008
121872008 of o Fi Proposed Rule Stage | SIGNIFICANT UNSUBMITTED 12/19/2008
({9
Showing 110 10 of 29 entries First Previous 2|3 Next | Last
List shows all pending EO review packages (No Time Limit)
Copyright 2012 GSA. All ights reserved. Build 1.1.0 released

Figure5.1: Unsubmitted E@ackages List with Inbox Menu

You can sort any list lanyof the columrs. The first time a user clicks on the colummeading,
the column data is sorted. Clittkagain to reversehe sort order.

Each of the lists in your Inbox haEiéerList page. Click the Filter List button on any list to
view the fields that you can filter that list on. For exampt®) can use th&€oncluded EO
Packagé-ilter page to expand th€oncluded E@st and display requests concluded more than
30 days ago.
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R@CIS_GOV UAT Login: jpaesz  On Behalf Of aallen LOGOUT (=
HOME AGENDA/REGS ADMINISTRATION HELP
Y .
a /g Q © o
INBOX RULES AGENDA SEARCH AGENCY EO REVIEW REPORTS
Home Agenda/Regs Inbox Concluded EO List

Concluded EO List

Criteria: Status=(Concluded, Published);

)
Date .| Concluded . - - .| Stage of - e -
= v

No data available in table

Showing 0 to 0 of 0 entries Firsi Previous

List shows EO review packages that were concluded in the last 30 days

Copyright 2020 GSA. All rights reserved.

Figure5.2: Concluded EO List with Filter List Button

R@CIS-GOV UAT Login: jbaez  On Behalf Of aallen LOGOUT (=
HOME AGENDA/REGS ADMINISTRATION HELP
> . h
Q 7 Q ® o
INBOX RULES AGENDA SEARCH AGENCY EO REVIEW REPORTS
Home AgendaiRegs Inbox Concluded EO List

Concluded EO Package Filter
Date Concluded (MM/DDYVYYY) [ |

Concluded Actien |Q Search or select "|
Agency |Q Search or select |v‘

Sub Agency [ search or select [=]

Title [

Stage of Rulemaking |Q Search or select |v ‘
Designation |R Search or select |v‘
Extended ﬂ

Completed in ﬂ

Copyright 2020 GSA._ All rights reserved

Figure5.3: Concluded EO Package Filter Screen

Each Bt is display in pages with 10 requests per page, by default. CliskeheAllbutton on
any list to view all of the requests in that list on one page.
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R@CIS_GOV UAT Login: jpaesz  On Behali O aallen LOGOUT (+
HOME AGENDA/REGS ADMINISTRATION HELP
: 1Y
a 7 Q @ d
INBOX RULES AGENDA SEARCH AGENCY EO REVIEW REPORTS
Home Agenda/Regs Inbox Concluded EO List

Concluded EO List

Criteria: Status=(Concluded, Published); FILTER LIS

Date Concluded . ~ ~ ~| Stage of 2 e o ~ ew 2
e v S v sow

Mo data available in table

Showing 0 to 0 of 0 entries First Previous Next Last ‘

List shows EQ review packages that were concluded in the last 30 days

Copyright 2020 GSA. All rights reserved

Figure5.4: Concluded EO List with View All Button
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6. QREATING REGJLATORREVIEWREQUEST

To create an EO Regulatory Review package for a rule, the rule must already be in the Unified
Agenda, which is anothenodule within theROCISystem You can search the rules in the
FASYyRI o6& &St &tk PRI KKy WK22aAy3d GKS WwdzZ S { S

There are many different ways to search for the rule. If you already know the Regulatory
Identifying Number (RIN), simply enter it in the appropriate box. In this example, the user has
selected his agencp900 andassociated suagency 0905, so all rules in the current agenda
for that subagency will be returned in the search result.

Figure6.1: Rule Search Screen
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