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PREFACE

TheRegulatory Information Service Center (RISC), a component of the General Services

I RYAYAadNF GA 2y Qa-wilefPslityOadd tiePffide fdh® NdftrSayic

Regulatory Affairs (OIRA), in the Office of Management and Budget, have jointly devidleped
RISC/OIRA Consolidated Information System (ROCIS). RISC and OIRA utilize ROCIS to carry out
three related coordination and oversight functions:

T wL{/ Qa O2YLATf I (A 2ynifitdyAgendaldiFdddraDRegulatdry andl T (i K S
Deregulatory Actionand The Regulatory Plan
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Federal agencies use to submit information for the Unified Agenda and Regulatory Plan.

The Unified Agenda and Regulatory Plan are tools for Federal regulatory planning and
coordination and for informing the public about regulatory and deregulattions that

agencies expect to consider or review within the next 12 months. The Unified Agenda also lists
actions or reviews completed or withdrawn since the last edition. The Unified Agenda is
published twice each year, in the spring and falindtudes entries from approximately 60

Federal departments and agencies. The Regulatory Plan identifies Federal regulatory priorities
and provides additional information about the most significant regulatory actions that agencies
expect to take in the coing year. The Regulatory Plan is published once each year, as part of
the fall Unified Agenda.

The Unified Agenda is published in its entirety online at www.reginfo.gov. Beginning with the

fall 2007 edition, the Agenda published in the Federal Regsienited to the complete

wS3dzt 2N tfly L}idza GK2aS SyiNrASa GKIFG FNB A
required by the Regulatory Flexibility Act (5 U.S.C. 602).
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GSAHelp Desk Contact Information:
Phone Number: 1-866-450-5250

E-mail: ITServiceDesk@gsa.gov
Hours of Operation: 24 hours/dayg 7 days/week
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1. SYSTEMENVIRONMENT

System Overview

The RISC/OIRA Consolidated Information System (ROCIS) is the primary means by which
agencies provide regulatory data for publication in theflédi Agenda and Regulatory Plan.
ROCIS allows agencies to request new Regulation Identifier Numbers (RINS), enter regulatory
information, and electronically submit Unified Agenda and Regulatory Plan entries.

ROCIS includes the following features:

8§ Accesdiility via the Internet to OIRA, RISC, and the Federal agencies

§ Electronic data entry, review, and submission of Unified Agenda and Regulatory Plan
data by Federal agencies

Electronic processing and review of data by RISC and OIRA
Access as required by sien 508 of the Rehabilitation Act of 1973 (as amended)

Search and report functionality

7 A A
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using browsetbased file transfer and XML.

Agency Roles
To manage systemiccess, agency users have been broken down into the following six roles:

Regulatory Data Entry Contact (RDECHis role can request new RINs and update agenda
entries in ROCIS.

Authorized Regulatory Contact (ARCJhis role is able to perform all oféglsame tasks that the
RDEC can perform. In addition, this user can authorize submission of the Unified Agenda and
Regulatory Plan for publication.

Executive Order Regulatory Contact (EOR®)is role can request new RINs, update rule data,
and request E@r CRA designation for rules. They may delegate EO/CRA responsibilities to an
alternate.

Authorized Executive Order Regulatory Contact (AEOR)is role combines the functions
performed by the ARC and EORC, allowing the user to request new RINs, upzldega,

submit the Unified Agenda and Regulatory Plan, and request EO or CRA designation for rules.
This role is appropriate for agencies where a single person or small group of people share
Agenda and regulatory development responsibilities.
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2. SYTSEMREQUIREMENTS ANUSE

This section describes the minimum computer requirements for accessing ROCIS. It also
presentsan overview of the ROCIS graphical user interface, including a description of the
Navigation menu, screen features, list features, asgluired data entry fields.

Minimum Computer Requirements
The following is the minimum workstation configuration for using the system:

Intel Pentium 100 Megahertz (MHz) processor or equivalent
Monitor running at least 800 x 600 pixel resolution

64 megabyte¢MB) of Random Access Memory (RAM)
Internet access

Internet Explorer 9.0, Google Chrome 31 or Mozilla Firefox 20

JavaScript enabled on the Web browser

w w w w W W w

Session cookies enabled on the Web browser; no use of persistent cookies
Accessibility (Section 508)

TheROCIS interface complies with Section 60the Rehabilitation Act of 1973, which states
that information and electronic technology developed, procured, maintained, or used by the
Federal Government must be accessible to and usable by Federal emplogkesstomers

with disabilities.

Navigation and Screen Features

This section introduces the ROCIS Navigation menu and common screen features, and system
functionality. It explains common screen features and their respective attributes in detail,
including the Navigation menu, controls, tables and lists, and required fields.

Navigation Menu

The top of each screen displays a mtitred menu consisting of a series of tabs and drop

downs that are used for system navigatjoeferred to as the Navigation Tiar. The first tier

of the menu is divided into the different modules available in ROCIS. The Agendaétiegs

menu is divided into major areas of the user interface. Waving the mouse cursor over a tab in
the Main menu displays the applicable Submemnopadown. The lower tier menu, the

Submenu, displays selections representing the individual screens available within the selected
area. User roles control the display of different menus, so that a user who does not have access
to the screens within a gin menu option will not see that menu option. Users can switch
between different screens by clicking on the selections in the Submenu. Below the menu is the
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display) as shown in Figure 2.3.1

Figure 2.3.11: ROCIS Menu

m AGENDA/REGS PAPERWORK REDUCTION ACT (PRA) DOCUMENT REVIEW (DR) ADMINISTRATION
> S A
= (- % Q Q. ® © ¢
INBOX OIRA INBOX RULES AGENDA SEARCH RIN UTILITIES AGENCY EO REVIEW OIRA EO REVIEW REPORTS

Home Agenda/Regs

View Rule

Request New RIN

Update Rule
Contact
* Agency Timetable Sub Agency
> v
EO Package
* Title (Maximum 200 ¢ Regulatory Plan Information ing
History

If you have entered or revised any data, be sure to save it before navigating from the screen
using the menu tab. Otherwise the data will not be saved.

Text Fields

Text fields are types @icreen inputs that allow users to enter/edit alphabetical characters
and/or numbers. Text fields will not allow the user to type more characters into the field than
can be displayed. For example, a user will not be able to type 30 characters intothdialdn
only accept 20 characters. Figure 2-:3.2hows a typical text field.

Figure 2.3.21: ROCIS Text Field
IText Field

Text Areas

Text areas, like text boxes, allow the user to enter/edit alphabetical characters and/or numbers.

Unlike text fields, text areas do not limit the amount of data to the visible space on the screen.
Instead, the text area provides a vertical scroll bar that allows the user to scroll through the
data. Text areas do not allow the user to type more charadtao the field than are allowed.

For example, a user will not be able to type 3000 characters into a field that can only accept
2000 characters. Figure 2.313hows a typical text area field.
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Figure 2.3.3L: ROCIS Text Area
Text Area _.‘IJ

4 of

Buttons are scren features that allow the user to initiate an action such as submitting a form,
saving data, or canceling an operation. Table 213idts several common buttons that exist in
ROCIS. The button label describes the action it performs. Figurel2sBdvs a typical ROCIS
button.

Buttons

Table 2.3.41: ROCIS Buttons

Button Label Defined Action
Add 5AalJd ea W RRQ aONBSy GKIFG |ff 3
Browse lff2ga OoONRgaAy3d F2NI FA{Sa 2y |
Cancel Closes the current screen or popwyindow without saving any changes
Check Spelling | Performs a spell check of the text fields and text areas on the screen
Login Attempts to log a user into the system.
Save Saves any changes.
Search Performs a search using specified criteria.

Figure2.3.41: ROCIS Button

Checkboxes

Checkboxes are a type of screen input that allows the user to choose one or more values from a
short list of options. Click on the checkbox to the left of the desired value to select the value.
Figure 2.3.51 shows a tyjgal ROCIS checkbox.

Figure 2.3.51: ROCIS Checkbox
[T Checkbox

Radio Buttons

Radio buttons are a type of screen input that allows the user to choose only one value from a
short list of options. Click on the radio button to the left of the value to select theev&igure
2.3.61 shows a typical ROCIS radio button.
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Figure 2.3.61: ROCIS Radio Button
(' Radio Button

Drop-Down Menus

Drop-down menus are a third type of screen input that allows the user to choose only one item
from a list. ‘€xt fields are displayed with a downwehpointing arrow positioned to the right of

GKS FTASER (G2 AYRAOFGS GKFG | YSydz 2R2 @yLOI ARK/SH
menu, displaying the values. Select one of the items by clicking and highlighting the value.

Figure 2.3.71 displays a typical dredown menu.

Figure 2.3.71: ROCIS Drepown Menu

Drop-down List Option 1 %

List Boxes

List boxes allow the user to choose one or more values from a list of options. Select a single
option by clicking on the desired value. To select multiple values, held tlee Ctrl key while
clicking on the desired values. Figure 2-B.8hows a typical ROCIS list box.

Figure 2.3.81: ROCIS List Box

~

Listbox Option 1
Listbox Option 2
Listbox Option 3 v

Tables and Lists

Tables and lists display data on the screen organized into rows and columns. Each row is a
unique recod, and each column provides data for that unique record. Screens containing
tables and lists have several common features that assist in browsing the list.

8 Navigating through the list When list screens contain more than the default number of
rows (10)a series of labeled arrows are display above the list:

A First This arrow is inactive the first time the results set is displayed. On subsequent
results sets, the arrow is active. Clicking on the arrow refreshes the screen and displays
the first resultsset.

A Last This arrow displays on all results sets except for the final set. Clicking on the arrow
refreshes the screen and displays the final set.

A Next This arrow is displayed on all results sets except for the final set. Clicking on the
arrow refredies the screen and displays the next (in sequence) set of results.

A Previous This arrow is displayed on all results sets, except on the first set. On
subsequent results sets, the control displays. Clicking on the arrow refreshes the screen
and displayshe previous (in sequence) set of results.
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§ Sorting a list by columnsThe column headers in each list are hyperlinks. Clicking the
hyperlink resorts the list in ascending order (alphabetical or numerical) using the selected
column as the sort criterionClicking the same header again reverses the sort to
descending order.

8 Results pagination Lists containing more than the default number of rows display
hyperlinked page numbers below the list. The page numbers are numbered from 1 to X,
with the X reprsenting the final set of results. Each number represents the next increment
of the results set, as dictated by the default number of rows displayed per page. Clicking on
a number refreshes the screen and displays the selected increment of the results set

Required Fields

Many ROCIS screens allow users to add or update data. Most of these screens have one or
more required fields. In order to save data on these screens, the user must fill in data for each
required field. All required fields are markedth an asterisk (*). If an attempt is made to save

a record without filling in the required fields, the user will be prompted by the system to go
back and complete the required field(s).
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3. GENERABYSTEM-UNCTIONALITY

Login

Point your browser tahe ROCIS website (www.rocis.gtw)ogin to the systemReadthe For
Official Use Onlynessageand click thebutton to proceed

Figure 3.11: For Official Use Only Warning Screen

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

***************************WARN I NG*********************************

This is a U.S.General Services Admini ion Federal G system that is "FOR OFFICIAL USE ONLY." This
system is subject to itoring. Therefore, no ion of privacy is to be assumed. Individuals found performing
horized activities are subject to disciplinary action including criminal p

ROCIS will not work properly in Compatibility View for Internet Explorer 11+ users. If you're expenencmg issues
with ROCIS, view the Turning Off Compatibility View Mode in Internet Exp. 11

how to turn off Compatibility View and clear your internet browser cache in Internet Explorer 11 You may have to
contact your IT support to access these settings.

| have read the message and proceed to login page

Logging In

MAX.gov providgsuser idenity authentication serviceto ROCI$cluding ID/password
validation,2-factor authenticatiorand PIV/CAC card accegdl ROCIS users will need a

MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please rdwster at
MAX.gov website (https://portal.max.gov/portal/home)

Click the Login button on the next screen to verify your identity with MAX.gov.
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Figure 3.12: Login Screen

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS User Information and How to Guides:
Guidelines for Submission:
The ROCIS login process has integrated with
MAX.gov. All ROCIS users must authenticate
through MAX.gov to gain access to ROCIS. Unified Agenda Users:
Regulatory Information Data (RID) Forms and Instructions

Guidelines for Fall Regulatory Plan, Unified Agenda, and EO 13771 Submissions 4

ROCIS How to Guide for Agenda Users revised Sept 2017 & &
E.O. 12866 Users:

ROCIS How to Guide for EO 12866 Users revised Sept 2017 & &
E.O. 13771 Users:

Log in to ROCIS

ROCIS How to Guide for EO 13771 Users revised July 2018 ' & P
with MAX.gov Information Collection Review (ICR) Users:

ROCIS How to guide for PRA Users revised Sept 2017 & &
PRA.digital.gov

Privacy Module Users:

ROCIS How to guide for Privacy Users revised Sept 2017 & &

Training Information:
Unified Agenda & Reg Plan:
Training Dates and Enrollment Procedures 202010
EO 13771, EO 12866, PRA and Privacy:
EO13 EO12 PRA Privacy Training Info 202009

Logging in to MAX.gov with your PIV/CAC card ssifie ROCIS muftictor authentication
requirement. If you login to MAX.gov with your user ID and password, you will be required to
provide a second authentication factasing an autheticator appon your mobile device.

Figure 3.12: Login Screen

MAX.GOV LOGIN Register For AMAX Account ~ Manage Password ~ Contact Us

SIGN IN USING ...

P1V. OR CAC CARD

MAX.GOV USER 1D (2]

= User ID
User ID (your email address)
PLUG IN YOUR ;
e PIV/CAC CARD Password:

Your MAX.gov Password

[] use Secure+ (Authenticator App or SMS) @

Continue with PIV/CAC Continue with User ID

Eorgot, Set, or Change Your Password

AAY ACENCV EENEDATEN DADTRIED £

After successfully logging in to MAX.gov, you will be redirected to ROCIS.
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The Unified Agenda functionality part of the Agenda/Regs module of RO@I&k the arrow
forW! ISY RI komthida Q 2
Broadcast Messages

Broadcast messages, in the form ekt messages, are sent to all users and appear in a window
after the user logs in. Read the message and then continue. Figutedisplays a typical
ROCIS broadcast message.

Figure 3.21: Broadcast Message

Welcome to ROCIS

Help Desk toll free telephone number: 1-866-450-5250. This help desk services all of GSA and
Federal Agencies using GSA applications such as ROCIS. If your question cannot be answered
immediately, it will be referred to the ROCIS technical team. Be sure to document your call number
and the name of your help desk contact for follow-up.

Logout
Click the Logout link at the topgtit corner of any ROCIS page to logout of ROCIS.

Figure 3.31: Logout Link

R@CIS.GOV UAT Login: jbae LOGOUT

HOME ADMINISTRATION HELP

| 9] L e
veemprorus : B acences

ILE  REGERTIFIGATION EMPLOYEE ADMIN

Logging out of ROCIS does not automatically log you out of MAX.gov. You MAX.gov session may
still be active which means that you can log back in to ROCIS without havingeigfyeyour

identify in MAX.gov.To protect your privacy, close all browser windows when you are finished,
especially if you are using a public computer. By taking these steps, you ensure the security and
privacy of your agency's data in ROCIS.
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On the rext screen, click the MAX Logout button to log out of MAX.gov. This will require you to

log back in to MAX.gov before the next time you access R@GER.the ROCIS Login button to
log back in to ROCIS.

Figure 3.32: Logout Screen

Help Desk:1-866-450-5250

R@CIS.GOV UAT

You have successfully logged out of ROCIS.

Your MAX.gov single sign-on session may still be active and you may be able to log back in to ROCIS without verifying your identity on
MAX.gov. To protect your privacy, close all browser windows when you are finished, especially if you are using a public computer. By
taking these steps, you ensure the security and privacy of your agency's data in ROCIS.

Click the MAX Logout button to log out from MAX.gov.
Click the ROCIS Login button to log back in to ROCIS.
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4. REPORTS ANBESULTS

As agency users, you have access to a number of reports that organize your Agenda data and

check for errors. The ROCIS reports screen allows you to build reports and guides you in

selecting a report category, a specific report within that categang report parameters. The

reporting interface is accessed by selecting Reports from the Main menu. ROCIS then displays a
AONBSY RAGARSR AyiG2 aSOGA2ya 2NJ aFNIYSaéod Ly
format, publication cycle, and the type mport desired. The middle frames allow you to select

specific characteristics of the report you choose. Your choices are then listed in the lower

portion of the screen. FigureXillustrates the ROCIS reports screen.

Figure 41: ROCIS Reports Scree

% 0.

R@C{S_GOV Traini Login: jpaez On Behalf OF: at LOGOUT
HOME AGENDA/REGS ADMINISTRATION HELP
Y o LY

Y Q ® ¢

RULES AGENDA SEARCH AGENCYEOREVIEW  REPORTS

Agenda Reports

Report Selection

Output PDF Report v Category ROCIS Agenda Reporis v
Pub Cycle 202110 » Reports ABSTRACT_REVIEW_REPORT v

RIN Print Flag Yes

Criteria Selection Criteria Detail

AGENCY
REGULATORY PLAN

Option Operator Selection
= 202110
Yes

ABSTRACT_REVIEW_REPORT

CLEARALL DELETE SELECTION VIEW COUNT RUN REPORT

Copyright 2021 GSA. All rights reserved

The following sections describe how to build and run a report in ROCIS.

Specify Common Report Parameters

When you select a type of report, a frame on the left displays a list of data elements that enable

you to specify the criteria for your reportor example, if you want a report for one or more

LI NI A Odzf F NJ  3SYOAS&asy @&2dz ¢2dzf R aSt SO0 a! 3Syoe
from the frame on the left, you may make more specific choices from the options listed in the
frame on the rigii @ C2NJ SEIFYLX ST AT &2dz KI S &St SOGSR
particular agency, or agencies, for your report. (Note that individual users may be restricted as

to their available options for selecting agencies or-agencies.) ROCIS currgrtrovides

report output in Portable Document Format or Comma Separated Values.
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Portable Document Format (PDF) Repo®DF is a document file format developed by
Adobe. Reports and links to PDF documents appear throughout this system. PDF
formatted files can be opened easily with Acrobat Reader software, which allows
viewing and printing of the PDF report format on all major hardware and operating
system platforms. If you do not have a copy of the Acrobat Reader, you can download
this free software fron the Adobe website

The other common parameters, publication cycle, and print flag, are optional. The publication
(Pub Cycle) defaults to the current publication. You may specifyvéoprepublication as a

search criterion by selecting a publication ID cycle from the Pub Cycleldwp menu. The
codes presented in the dregown menu represent each year's spring (YYYY04) and fall
(YYYY10) publications.

The print flag is used by RI®Gnonitor RINs that are not scheduled to be printed in the
OdzNNBy il ! ASyRI &ddzOK |4 a¥FdzidzZNE wLbaé o w

Lba ¢
LINAYG Ay GKS AaLISOAFASR !'ASYRIFIT (GK24aS gA0GK |

LJ

As you build your reporthe parameters you have selected are added to the table in the
bottom frame. You can remove one or more previously selected parameters by clicking on the
checkbox next to the parameter(s), and then clicking on the Delete Selection button.

If you wishto start over from scratch, click on the Clear All button to remove all of your
selections.
View Count

You can click on the View Count button in the bottom frame to verify your selections. ROCIS
runs a count to determine the number of records that wél feturned in your report, based on
the criteria you provided. A pepp window displays the count.

Running a Report

After you have selected your report, specified the output format, and provided parameters, you
can run the report by clicking on the RunpRg button. ROCIS processes your selection criteria
and returns the results to your browser in a separate window.
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9. USERPROFILERECERTIFICATIGNDREAUTHORIZATION

On the User Detail screen, ROCIS users can maintain their contact information.

Aceessing the User Detail Screen

Click on the Administration Tab in the ROCIS module m&han click the User Profile icon in
the navigation toolbar The User Detail screen (see Figurelj.displays your contact
information and preferences.

Figure 51: User Detail Screen

R@CISGOV Traini Login jbaez  On Behalf OF LOGOUT G+
HOME AGENDA/REGS ADMINISTRATION CONTACTUS HELP
f) 13
USER PROFILE RECERTIFY EMPLOYEE OIRAEMPLOYEE AGENCIES
ADMIN
Home Administration User Profile
User Detaill
* Denotes Required Field.
Personal Information Account Information
prefix [ ] Employee Number

* First Name: * User Login =

Middle Name * MAX.gov Email | &

* Last Name

Annual Reauthorization Date 12/30/2021 List of Reauthorizing Users

Suffix

Il

Title

Agency / Sub Agency |
Sub Ageney

Communications Address
Telephone, TOD and Fax must contain axactly 10 digits and can be seperated by [, ), - or 3 blank
Sunas ¥ 550 960 9690 ans street Address | x |
w [ ] city
I Stue [25 B

e | ‘ S —

" Selected Roles
EXECUTIVE ORDER REGULATORY CONTACT(EORC) - 1601 OS
EXECUTIVE ORDER REGULATORY CONTACT(EORC) - 1615 USCIS
EXECUTIVE ORDER REGULATORY CONTACT(EORC) - 1625 USCG
EXECUTIVE ORDER REGULATORY CONTACT(EORC) - 1651 USCBP
EXECUTIVE ORDER REGULATORY CONTACT(EORC) - 1652 TSA
EXECUTIVE ORNDER BREGLIL ATORY CONTACT(EORC) - 1853 LISICE

Update User Information

Once you are viewing your User Detail screen, you can update your information. ROCIS requires
the following fields for each user:
1 First name
Last name
Email Address
Telephone number
Agency

= =4 4 A
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The following field are not required, but can be filled in if the information is available:

Middle name

Suffix

Title

Street address, City, State, and Zip Code
TDD

Fax

= =4 =4 =4 -4 =4

User Search(BEmployee Admin)

To search foa userand/or contact record click on Employee Admin and the ROCIS Employee
Administration $reen appears. Enter the last name of theerand/or contact you are

aSI NOKAy3Is aStSOG GKS RSAANBR 2LJiA2y FT2NJ a{ St
Contacts) and click search. The ROCIS Employee Administration screen will (see Fyure 5.1

list the employees and/or contacts in the selected agency.

Locate your record in the list, and click on the hyperlinked name.
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Figure 52: ROCI&EmployeeAdministration

R@CIS.GOV UAT Login-baez 0n Bsnaror a LoGoUT (3
HOME AGENDA/REGS ADMINISTRATION HELP
240
Home Administration Employee Admin

ROCIS Employee Administration

User ID Last Name

Profile Agency First Name

[ Seachorsoes 3] ]
SubAgency Employee Number

Role

|"\ Search or select |v‘

Assigned Role Agency

Q Search or select

Assigned Role SubAgency

Q, Search or select

Search Range:

@ Users
() Contacts

() Both Users and Contacts

SEARCH CREATE A NEW CONTACT
T N
L B 1 it it

TO3 4 Active Unlocked

Showing 1 to 1 of 1 entries

User Recertification

Any user acquiring a ROCIS production account siyisa security agreement provided by
RISC. The ROCIS systequires that users recertify the terms of the security agreement every
year.

Two weeks before your security agreement anniversary date, ROCIS will begin to remind you

that you will need to recdify. The Recertification icon can be found under the Administration
tab.
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Figure5-3: Recertification Icon in Administration Toolbar

rCc1s.cov vat Logi: geez OnfenatOtmowery  LOGOUT

HOME ADMINISTRATION HELP

L

USERPROFILE RECERTIFICATION EMPLOYEEADMIN AGENCIES

Home Administration Recertification

User Recertification

GSArequires that all system users recertify their accounts on a yearly basis. To recertify your ROCIS account, please review the security
requirements below. After you have finisned, check the “Confirm” box and click the "Recertify” button

ROCIS Security Requirements for System Users

The RISC/OIRA Consolidated Information System (ROCIS) supports the following informational and review functions

Preparation by GSA's Regulatory Information Service Center (RISC) of the semiannual "Unified Agenda of Federal Regulatory and
Derequlatory Actions” and the annual "Regulatory Plan,” in accerdance with Executive Order 12866 and the Regulatory Flexibility Act;
Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 12866,

Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 13771; and
Review by OIRA of information collections under the Paperwork Reduction Act.

Review by OIRA of System of Records Notices (SORN) and Matching Agreements (MA).

Each of these functions requires entry and updating of information by autherized users acting on behalf of their respective Federal agencies
This document contains the principal security requirements that all users of ROCIS shall observe and abide by in connection with their use of the
ROCIS system

Access to ROCIS

Users gain access to ROCIS via an Internet browser. To enter the system, a user must indicate acceptance of the terms of the following warning
notice

WARNING

This is a U.S. General Services Administration Federal Government computer system that is "FOR OFFICIAL USE ONLY " This system is
subject to manitoring. Therefore, no expectation of privacy is to be assumed. Individuals found performing unauthorized activities are
subject to disciplinary action including criminal prosecution.”

Other applicable laws include the "Federal Information Security Modernization Act of 2014 (FISMA 2014)", Public Law No: 113-283; the
Computer Security Act of 1987, P.L. 100-235; OMB Circular A-130, Management of Federal Information Resources, Appendix I1l; Security of
Eederal Automated Information Resanrces: and the Privacy Act 5118 C 5528

The latest version of the ROCIS Security Agreement is displaykd Becertification screen
After reviewing thepagee OK SO U KS dlitkahg Recavtify QuttanAfter | y R
successfully logging in to MAX.gov, youwrarification anniversary dateill be updated in
ROCIS
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Figure5-4: User Recertification ScregiBottom)

Mave dtee 0 SENSTIVE O proprietary monTianon T ie Sysiem
Rules for Behavior

All authorized governmental and contractor users of ROCIS will be responsible for data protection, including maintaining the confidentiality and
integrity of sensitive data from unauthorized or accidental disclosure, misuse, or alteration. Users will be held accountable for their interactions
with ROCIS and its data. Compliance with these rules will be enforced through sanctions commensurate with the level of infraction. For infraction
violations, disciplinary actions may include a verbal or written warning, removal of system access for a specific period of time, reassignment to
other duties, or termination, depending on the severity of the violation.

General Requirements:

Users shall be familiar with the ROCIS security and operational policies and practices and with any corresponding requirements of their
agency. Users must promptly notify GSA-IT, RISC, OIRA and, if appropriate, other Federal agency security personnel, of any security
incident(s) related to ROCIS .

Users must attend ROCIS training and their agency's security instruction as required Users must maintain an awareness of threats to the
ROCIS application, server hardware, or data. Users must maintain familiarity with the functionality and proper use of ROCIS.

ROCIS will track actions of users through audit trails. Individuals will be held accountable for their actions on the system and for any accesses
made with their user names and passwords.

Users shall not upload data into ROCIS from files created on other systems unless they have first been scanned by an antivirus protection
system

Users shall report security incidents via procedures outlined within the GSA IT Security Procedural Guide: Incident Response, CIO-IT Security-
01-02

Use and Protection of Data:

= Users must access ROCIS only through authorized interfaces.

« Users shall not attempt to view, change, or delete data, or to perform any other actions in ROCIS, unless authorized to do so

« Users must control access to their personal computers whenever they are logged into ROCIS. Users should terminate their connections to
ROCIS immediately upon completion of their work in the system and whenever their personal computers will be unattended.

Personally Identifiable Information (PIl):

« DO NOT enter any personally identifiable information (Pll) into ROCIS
« This includes data entered in ROCIS fields and the content of documents uploaded to ROCIS.
« Most ICR data entered and documents uploaded into ROCIS are displayed on Reginfo.gov (public website)

Confirm: [

RECERTIFY CANCEL

Copyright 2020 GSA. All ights reserved

If you do not recertify througlthe process abovbefore your anniversary datgjou cannot use

ROCISThe next time you log in, you musbmplete the Recetfication procesgirst.

UserReauthorization

Any user acquiring a ROCIS production account beiauthorized by the ageey. The ROCIS

systemrequires agencies treauthorizeuser accessvery year.

Starting 10 days before your annual reauthorization deadline, you will receive daily warning
and email notifications. If your account is not reauthorized before the deadlyour ROCIS
access will be suspended (i.e. user cannot log in). Agency authorizer(s) contact information will

be provided.

Figure5-5: UserReauthorization Required Email

ROCIS Account Reauthorization Required in 10 days

ROCIS Postmaster
tome -
Your ROCIS account |:-) is due for annual reautherization on 2022-02-27. Your account will be suspended if it is not reauthorized by the due date
The authorizing users listed can reauthorize your account and they have been notifisd:
Authorizer Email Phone
A N
L i3

Contact the Help Desk at 866-450-5250 or rocls@gsa.gov if you have any questions
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Figure5-6: UserReauthorization Required Warning

Agency authorizers must review ROCIS user access, at least annually, to validate that the
individual still has a business need their access. Authorizers will receigtaily warnings and

email notificatiors when there are users that they can reauthorize whose acaeisbe
suspended in 10 days or less.

Figure5-7: UserReauthorization Required Email (Authorizer)
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